
Data Processing Agreement KeyWI B.V.
We, KeyWI B.V., offer a SaaS solution for search engine optimization. When you use our

services, you provide your employees' data into our system. According to the General Data

Protection Regulation, this is considered 'personal data'. You are then obliged to enter into a

'processor's agreement' with us. Therefore, this processor agreement applies to our service.

Agreement

Article 1 - Definitions

AVG
The General Data Protection Regulation.

Data subjects
Persons whose personal data are processed on the basis of this Processing Agreement;

data subjects as defined in the AVG.

Agreement
This processor agreement, which applies between Parties.

Parties
The name of Processor and Controller together.

Personal Data
Data that directly or indirectly identifies a natural person, as referred to in the AVG.

It concerns the following personal data:

● Name and address details;

● Contact details (email addresses, telephone numbers), name and position of contact

persons;

● Bank account numbers
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Responsibility
You, who as a user uses our service and therefore provides us with Personal Data of Data

Subjects. The Responsible Party is also the 'Processor' within the meaning of the AVG.

Processor
We, KeyWI B.V. based in Amsterdam with Chamber of Commerce number 81406282, as

processor of the personal data that the Data Subject submits to us.

Sub Processors
Third parties engaged by the Processor to process certain personal data on behalf of the

Controller.

Article 2 - Background
1. The Respondent acts as a 'responsible party' (also known as a Processor) within the

meaning of the AVG. This means that the Controller determines the purpose and

means of processing personal data and that the Controller uses the personal data for

its own purposes.

2. Processor acts as a "processor" within the meaning of the AVG. This means that the

Processor will only process the personal data provided by the Accountable Party in

accordance with written instructions from the Accountable Party as described in this

Processor Agreement. Processor will not process the personal data for its own

purposes.

Article 3 - Execution of processing
1. Processor shall handle the personal data with due care when performing the

Assignment and shall only process the personal data on behalf of the Accountable

Party, in accordance with the Accountable Party's written instructions and in

compliance with this Agreement and the requirements in the AVG.

2. Processor shall not process the personal data for any purpose other than as

determined by the Controller. Processor has no control over the purpose and means

of processing the personal data.
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3. Processor warrants that persons acting under its authority will only process the

personal data lawfully and in accordance with this Agreement and the AVG.

4. Processor shall, upon request of Controller, provide information to Controller about

the (security) measures taken to comply with the obligations under the AVG, this

Agreement and the other instructions of Controller.

Article 4 - Guarantee Responsible
1. Accountable warrants that the processing of the Personal Data of the Data Subjects,

as referred to in this Agreement, is not unlawful and does not infringe the rights of

others. The Respondent shall indemnify the Processor against all claims related.

Article 5 - Transfer of Personal Data
1. Processors will process the personal data only within the European Union. Transfer of

the personal data to countries outside the European Union is not permitted.

Processors shall only Process personal data outside the European Union if it is legally

obliged to do so.

2. At the request of the Accountable Party, the Processor will report the

country/countries within which the Processor processes the personal data on behalf

of the Accountable Party.

Article 6 - Security measures
1. Processors shall take all appropriate technical and organizational measures to secure

the personal data against loss or any form of unlawful processing. These measures

shall ensure an appropriate level of security for the personal data being processed.

2. Processor shall take at least the following measures:

a. Encryption (encryption) of digital files that contain personal data

b. Securing network connections via Secure Socket Layer (SSL) technology or

comparable technology

c. Back-ups of the personal data in order to restore them in a timely manner in

the event of physical or technical incidents
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3. Processor shall provide Processor with all available information to assist Processor in

implementing security measures, enabling audits and inspections and conducting

data protection impact assessments.

Article 7 - Security Incidents.
1. Processor shall report theft, loss or misuse of personal data or any other form of data

breach to the Controller as soon as possible. This notification shall include, where

possible, at least the following: the nature of the breach, the categories and scope of

the personal data affected, the likely consequences of the data breach, the measures

taken by Processor and the contact point where Processor can obtain further

information.

2. Where appropriate, the Processor shall cooperate fully in adequately informing the

authorities and affected persons of such security incidents or data breaches. The

Processor shall also cooperate fully in conducting risk assessments, root cause

analysis, identifying required corrective actions and implementing them.

Article 8 - Duration and Termination.
1. The term of this Processing Agreement is indefinite; as long as our services to you

continue, so does this Processing Agreement.

2. Termination is possible in writing by the end of the duration of the subscription with a

notice period of 1 month.

3. If this Agreement ends or is dissolved, the Parties must continue to comply with the

provisions of this Agreement regarding confidentiality, liability, indemnification and all

other provisions that by their nature are intended to continue even after the

termination or dissolution of this Agreement.

4. If this Agreement terminates or is dissolved, Processor shall return all data, including

personal data, present at Processor pursuant to this Agreement to Processor upon

Processor's request. Respondents must communicate this request to the Processor

within two weeks. After this period, Processor shall securely delete or destroy all data

present with it under this Agreement (including any copies thereof), unless Processor

is required by law to store the data for a longer period.
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Article 9 - Confidentiality and secrecy
1. Processor shall keep confidential all personal data and other data received from

Responsibility. Processor shall limit access to this data to persons employed by

Processor who need access for the proper performance of the processing on behalf

of Respondent.

2. All personal data received by Processor under this Agreement shall be subject to a

duty of confidentiality towards third parties. All persons employed by or working on

behalf of Processor, as well as Processor itself, are obliged to keep the personal data

confidential.

3. Processor shall not provide, copy, or otherwise reproduce or disclose the personal

data to third parties without the consent of the Controller.

Article 10 - Rights of Data Subjects
1. Processor shall assist Controller in fulfilling Controller's duty to respond to requests

from Data Subjects, such as the right to inspect, rectify and erase data.

2. If Processor receives a request from a third party to provide access to the personal

data on the basis of an alleged (legal) obligation, it will first inform Controller in

writing before providing that third party with access to the personal data, so that

Processor can assess whether the third party's request is justified.

Article 11 - Persons working under the authority of Processor
1. The obligations of Processor arising from this Agreement shall also apply to those

who process personal data under the authority of Processor, including, but not

limited to, employees.

Article 12 - Sub Processors
1. Processors may use external parties in the processing of personal data. Processor

has stored the processing of the personal data (in part) with the following Sub

Processor: Amazon AWS which fully complies with the obligations within the AVG.
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2. Processors may employ new Sub Processors to process the personal data.

Controllers may request Processors to receive an overview of all Sub Processors

engaged.

Article 13 - Safeguarding
1. Respondent is responsible for the personal data (or other data) that Respondent

shares with the Processor. Accountable shall indemnify the Processor against third

party claims or fines imposed by the Authority for the Protection of Personal Data

due to the transfer of this data.

2. Processor shall only be liable for direct loss of Accountant that is directly and

exclusively the result of a breach by Processor.

3. The limitations of liability included in this article do not apply if the damage is due to

intent or gross negligence of Processor

Article 14 - Nullity
1. If any part of this Agreement is void or voidable, it will not change the validity of the

rest of the Agreement. The void part will be replaced by a provision that follows as

closely as possible the content of the void provision.

Article 15 - Final provision
1. Only written amendments to this Agreement are valid.

2. This Agreement replaces all previous agreements between the Parties.

Clause 16 - Applicable law
1. Dutch law.

Clause 17 - Competent court
1. Court of Amsterdam.
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For other questions or comments about our agreement processing personal data, please

contact us using the details below.

Version 17 October 2022

Contact:

KeyWI B.V.

Valeriusplein 20E

1075BH in Amsterdam

KvK-number: 81406282

info@keywi.io

Data Protection Officer

S.F. van Houten

KeyWI B.V.
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